MQTT-6pokep Mosquitto Ha Debian Linux

1. YcraHoBKa Mosquitto Debian/Ubuntu

apt update

apt install mosquitto mosquitto-clients

2. Hactpoiika KoHdurypaumm

OCHOBHOM KOHOUTYPALMOHHbIN pann: /etc/mosquitto/mosquitto.conf

Co3pante nnu otTpeaakTupymnte gamn:

‘ nano /etc/mosquitto/mosquitto.conf

[JobaBbTe cneaytowme HaCTPOMKHK:

# ba3oBble HAaCTPOMUKM

listener 1883

protocol mqgtt

# Bk/O4YUTb aBTOpU3aALMUIO
allow_anonymous false

password file /etc/mosquitto/passwd

# JlornpoBaHue

log dest file /var/log/mosquitto/mosquitto.log

3. Co3pgaHue ¢aina c naponsamu

Co3pante pann ans xpaHeHUA Naponen:

touch /etc/mosquitto/passwd

chown mosquitto:mosquitto /etc/mosquitto/passwd

,ﬂ,06aBbTe nosb3oBaTeneu c naponamu:

# Co3paTb nepBoro nojib3oBaTenA

# Co34aTb BTOpPOro noJjib3oBaTens

mosquitto_passwd -b /etc/mosquitto/passwd usernamel passwordl

mosquitto _passwd -b /etc/mosquitto/passwd username2 password2

MpoCcMOTpeTb CYLLECTBYIOLWMX NO/Ib30BaTeNEN:

‘ cat /etc/mosquitto/passwd




4. HacTpoWKa npaB gocTtyna

CospaiTe dpann ACL (Access Control List) ona TOHKOM HAcTpoOIKM npas:

‘ nano /etc/mosquitto/acl

Mpumep coagepkmumoro ACL dpaina:

# user usernamel umeeT AOCTYMN Ha YTeHUe U 3aMUCb KO BCeM TOMUKaM
user usernamel

topic readwrite #

# user username2 MOXeT TOJIbKO YUTATb TOMWUKM sensor/#

user username2

topic read sensor/#

# AHOHMMHble nosib3oBaTenu (ecnuM paspeleHbl) He UMewT AoCTyna

pattern readwrite $SYS/#

[Job6aBbTe B KOHPUrypaumto ccbliky Ha ACL daiin:

‘acl_File /etc/mosquitto/acl

5. MonHbI Npumep KOHPUrypaumm

# /etc/mosquitto/mosquitto.conf

# OcHoBHOM listener

listener 1883

protocol mqgtt

# be3onacHoCTb

allow_anonymous false

password file /etc/mosquitto/passwd

acl file /etc/mosquitto/acl

# JlornpoBaHue

log dest file /var/log/mosquitto/mosquitto.log
log type all

# CoxpaHeHue coobuweHui

persistence true

persistence_location /var/lib/mosquitto/

# MakcuMMasbHOe KOJIM4eCcTBO COoeAUHEeHWUM

max_connections -1




6. 3anyck u ynpasaeHue cepsucom

MNepesanyctutb Mosquitto

‘ systemctl restart mosquitto

MpoBepuTb CTaTyC

‘ systemctl status mosquitto

BKNHOUNTb aBTO3arpysKy

‘ systemctl enable mosquitto

NpocmoTp noros

‘ tail -f /var/log/mosquitto/mosquitto.log

7. TectTupoBaHue NoAKAOYEHUA

Mognucka Ha TONUK:

‘mosquitto_sub -h localhost -t "test/topic" -u "usernamel" -P "passwordl"

My6ankauma coobuieHusn:

mosquitto_pub -h localhost -t "test/topic" -m "Hello MQTT" -u
-P "passwordl"

"usernamel"

8. lononHuTeNnbHble HAaCTPOIKK 6e3onacHoOCTU

Hactpoiika SSL/TLS (onumnoHanbHo):

listener 8883
protocol mqtt
certfile /etc/mosquitto/certs/server.crt

keyfile /etc/mosquitto/certs/server.key

OrpaHuyeHune no IP:

listener 1883

bind_address 192.168.1.100

9. YnpasneHue nosb3oBaTeNnaMmu

[l06aBUTb HOBOrO NONb30BaTENA:

‘ mosquitto_passwd -b /etc/mosquitto/passwd newuser newpassword

Ypanutb nonb3oBaTena:

‘ mosquitto_passwd -D /etc/mosquitto/passwd username




10. Mouck n yctpaHeHMe HEUCNPABHOCTEN
Ecnn Bo3HUKalOT I'Ip06neMbl C NoOAKNKYeHnem:

1. lMposepbTe noru:

‘ tail -f /var/log/mosquitto/mosquitto.log

2. MpoBepbTe CMHTAKCUC KOHPUTypauuu:

‘ mosquitto -c /etc/mosquitto/mosquitto.conf --test

3. Ybeautecb, 4To cepBep CAyLaeT NopT:

‘ netstat -tlnp | grep mosquitto

Mocne HacTpoiiku Baw MQTT-6pokep byaet TpeboBaTb ayTeEHTUDUKALMIO ANS BCEX
noAKAtUYEeHUI, obecneymnBan 6a30Bbl ypoBeHb 6e30MacHOCTH.

Ouunctka ocHosHoro log dpaiina

MpocmoTpeTb pa3mep log panna

‘ls -1h /var/log/mosquitto/mosquitto.log

OumnctnTb pann (coxpaHsaa npasa AocTyna)

‘ truncate -s @ /var/log/mosquitto/mosquitto.log

Nnn yepes nepeHanpasneHune

‘ sh -c 'echo > /var/log/mosquitto/mosquitto.log’

ABTOMAaTUYECKaa OYUCTKA yepes cron
Co3paiTe cron 3agaHue ANs perynsapHom OYUCTKU:

OTKpbITb crontab

‘ crontab -e

[06aBUTb CTPOKY A/18 OYMCTKM Kaxkabli AeHb B 2:00

‘O 2 * * * truncate -s @ /var/log/mosquitto/mosquitto.log

Nnun ana exxeHeaebHOM OYUCTKM

‘@ 2 * * @ truncate -s 0 /var/log/mosquitto/mosquitto.log




